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There has been a fair amount of

press coverage of late regarding

victims of telephone frauds.

'Spoofing' is one of the techniques

used. This is where the fraudster

manages to control the number

dialing in to your phone so that a

legitimate bank phone number

shows up on your caller display.

Victims are then advised to Google

that number to authenticate the

call, and so the fraud starts.

According to Police Scotland,

victims have included an 88-year-old

pensioner who lost a six-figure sum

savings pot, and Hamilton

Academicals Football Club who had

£1million taken straight from their

account.  

Many other companies have been

targeted to include charities,

construction and law firms. 
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WHO'S CALLING YOU ? 
Quite often the fraudster will have

done some online research on the

company beforehand, and those

who post accounts online, such as

charities and public sector

organisations, are thought to be the

most vulnerable.  

Police have advised that banks will

never call and ask you to carry out a

transaction. They also state that a

bank will never call to tell you there

has been a fraud on your account.

And here lies part of the problem. 

Banks do actually call you to advise

of suspicious activity. They have

robust systems in place to validate

the calls, but to most of us these are

similar in approach to the spoofing

calls, with one large difference: no

passwords or PIN numbers will ever

be asked for and they will never ask

you to make a transaction of any

kind. So what can we do to protect

our businesses?

Raise awareness with staff,

especially those in finance roles. This

can include awareness

workshops/training, newsletters,

email alerts, screensavers.  

Incorporate fraud awareness

material into staff inductions. Quite

often it can be new staff, who are

unaware of local procedures, that

fall victim to these frauds.  

Regularly check and test policies

and procedures to make sure they

are robust, and incorporate the

latest fraud trends. 

Ensure that senior executives,

trustees, governors, etc., are kept

abreast of the latest trends so that

they can challenge local practices

and help embed a strong anti-fraud

culture throughout the

organisation.  
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Working with front-line staff to promote incident

reporting and providing a solid basis for risk

assessing visits to addresses. And also working with

other agencies locally who may also be able to feed

into the intelligence process. of course this same

principal applies to people who may pose as a risk

to our lone workers.  Here's a few tips and resources

to consider: 

> Ensure that dangerous dogs are considered in risk

assessments for residential visits; 

> Promote incident reporting by staff to include

near misses or concerns; 

> For larger organisations, discuss this issue with

the police and/or local authority and work with

them to try and build a picture of areas of particular

risk; 

> Ensure incidents are reported to the police and

promote the benefits of law enforcement amongst

staff; 

> Further facts and details on the law are at; 

 https://www.nawt.org.uk/advice/your-dog-law 

and; 

https://www.thekennelclub.org.uk/media/8277/law.

pdf 
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PROTECTING WORKERS AGAINST DANGEROUS DOGS 
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INTERVIEWING'Shoulder surfing attacks', where

criminals operate at close range and

memorise PIN number patterns, are

now a growing trend for those

looking to steal pass codes to

phones and tablets. Studies show

that changing codes to a 6 digit PIN

type number (with no obvious

pattern) will provide a far better

defence against these attacks and

help protect personal and sensitive

business data. 
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COMING SOON! 

We are currently developing a 1 day

workshop for HR professionals who

are interested in furthering their

investigative and interviewing

skills. The course introduces the

PEACE interviewing model

adopted by the police and other

enforcement agencies and

provides practical advice on

tailoring key techniques to an HR

interview. More details to follow

soon on our website........ 

We offer a range of fraud and

security services to include

investigations, awareness training

and workshops, risk assessments,

incident analysis and mentoring. 

Please call or email Nick Aronin for

further details: 

nick@mackenziegrey.org 

07943053957 
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Our loneworkers face a number of challenges when

visiting residential addresses but how often do we

stop to assess the risks that dogs pose to them.  

Royal Mail have done a significant amount of work

on this in recent years and there is an interesting

report online by Sir Gordon Langley that provides

facts and figures as well as practical solutions.  

https://www.royalmailgroup.com/sites/default/files

/Langley_Report.pdf 

In 2014 the government published details of

measures deisgned to tackle this growing problem

and we now have increased sentencing to act as a

greater detterent to those who allow their dogs to

harm.  

What we are lacking, nationally, is a resource for

staff to tap into that allows them to view addresses

where dogs have previously, or may in the future,

pose a risk. Which is why we need to place a greater

emphasis on local reporting and intelligence

gathering.  
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